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15.1 MAS Organizational Support for FinTech
The financial regulator in Singapore - the Monetary Authority of Singapore (MAS) is one of
the regulators worldwide that respond early to the development of FinTech. As FinTech has
the potential to fundamentally transform the financial industry, MAS actively seeks to frame
the appropriate regulatory approach in order to support as well as supervise the development
of FinTech.
In this regard, MAS formed of a new FinTech & Innovation Group (FTIG) with effect from
1 August 2015.1 The FTIG is given the same level of hierarchy as Financial Supervision
Group within MAS’ organization structure, signaling the importance attached to the Group.
FTIG will be responsible for regulatory policies and development strategies to facilitate the
use of technology and innovation to better manage risks, enhance efficiency, and strengthen
competitiveness in the financial sector.
In order to seek expert advice on the international developments in Fintech and how Sin-
gapore can harness new technologies worldwide to enhance the provision of financial ser-
vices, MAS also established an International Technology Advisory Panel (ITAP).2 The ITAP
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comprises international chief innovation and science officers in major financial institutions,
FinTech business leaders, venture capitalists, and thought leaders in technology and innova-
tion. One of the likely contributions from the Panel is to provide inputs and feedback to MAS
in framing a regulatory regime that facilitates innovation and adoption of new technologies
while maintaining trust and confidence in the financial system.
At the national level, MAS and the National Research Foundation (NRF) in Prime Minister
Office of Singapore jointly established a FinTech Office on 3 May 2016 to serve as a one-
stop virtual entity for all FinTech matters and to promote Singapore as a FinTech hub.3 The
FinTech Office is co-led by MAS and SG-Innovate, with representatives from The Economic
Development Board, Infocomm Investments Pte Ltd., Info-communications Media Develop-
ment Authority, National Research Foundation and SPRING Singapore.
The objectives of the FinTech Office are: (i) to review, align and enhance FinTech-related
funding schemes across government agencies, (ii) to identify gaps and propose strategies,
policies, and schemes in industry infrastructure, talent development and manpower require-
ments, and business competitiveness, and (iii) to manage the branding and marketing of
Singapore as a FinTech hub through FinTech events and initiatives. According to MAS, the
FinTech Office will enable a whole-of-government approach to develop the FinTech ecosys-
tem in Singapore and support MAS’ vision of fostering a Smart Financial Center. Through the
FinTech Office, MAS will be able to go beyond the financial industry to help nurture a wider
FinTech ecosystem and engage the FinTech community more actively.
15.2 MAS Existing Regulatory Regime
The mission of the Monetary Authority of Singapore (MAS) is “to promote sustained and
non-inflationary economic growth, and a sound and progressive financial services sector”.
For the financial services sector to be progressive, innovation and entrepreneurship of the fi-
nancial institutions and the necessary conducive environment to support such innovation and
entrepreneurship are the necessary elements.
The current guiding principles of financial supervision in Singapore, namely “Risk-Focused”,
“Disclosure-Based”, “Stakeholder-Reliant” and “Supportive of Enterprise”4 – are indeed in
general helpful in creating conducive environment to support innovation and entrepreneurship
in the financial markets.
Briefly speaking, the current “Risk-Focused” instead of old “one-size-fits-all” supervisory
approach allows greater business latitude to financial firms that do not pose significant risks
to the financial system and to financial firms that are well-managed. “Disclosure-Based”
regime means that MAS requires financial firms to disclose accurate, meaningful and mate-
rial information that consumers could rely on in making decisions on the selection and use of
financial products and services offered by these financial firms, instead of the regulator assess-
ing the suitability of a financial product or service before it is allowed to be introduced in the
marketplace. This encourages more innovation of financial products and services to be made
available to the consumers. “Stakeholder-Reliant” seeks to reinforce the responsibility of
the financial firms’ board and management in self-regulating and self-supervising their firms’
risk-taking activities so as to minimize the need for the regulator to interfere with financial
firms’ business decisions. And lastly, “Supportive of Enterprise” means that MAS takes
a consultative approach to regulating the industry and undertakes supervision in a way
not to hinder enterprise and innovation or impair the competitiveness and dynamism of
individual financial firms and the financial services sector.
15.3 Shaping Regulatory Approach for Fintech
For many years, financial institutions have been applying technological innovations in their
products and services. MAS encourages and welcomes financial firms to develop and apply
new technologies into the financial ecosystem to enhance value for customers, increase effi-
ciency, manage risks better, create new opportunities and improve people’s lives.
Under the MAS existing regulatory regime, the technology risk, together with other risks, of
each of the significant activities of a financial institution are systematically identified and the
control factors, oversight and governance to manage such risks are assessed under the MAS’
risk assessment system for financial institutions known as Comprehensive Risk Assessment
Framework and Techniques (CRAFT). Such a risk assessment approach is in response, firstly,
to the need for sharper focus on the risk and threat analysis associated with increasingly com-
plex activities, products and delivery mechanisms of financial institutions where multiple risks
are taken and/or bundled together and, secondly, to the advancement in activity-specific risk
management and control practices in the financial services industry.
In assessing the quality of technology risk management by the financial institutions within the
CRAFT, MAS had since March 2001 been issuing a set of Internet banking and technology
risk management guidelines (today known as “Technology Risk Management Guidelines”
with its latest revision in March 20135) as benchmarks for such assessment. The guidelines
cover areas such as oversight by board of directors and senior management; technology risk
management framework (risk identification, risk assessment, risk treatment and risk mon-
itoring and reporting); management of IT outsourcing risks; acquisition and development
of information systems; IT service management, system reliability, availability and recover-
ability; operational infrastructure security management; data centers protection and controls;
access control; online financial service; payment card security; and IT audit. After several
revisions, the existing guidelines are very comprehensive and crafted with very detailed stan-
dards expected of financial institutions in their technology risk management.
In recent time, the fast emerging FinTech start-ups are showing great potential of creating dis-
ruptive innovation with the use of new technology that may emerge as genuine competitors
to the existing incumbents. However, these FinTech start-ups are not likely to have the finan-
cial strength nor the business and management track record that meet the existing regulatory
requirements for the necessary license to offer financial services. Here lie the difficult issues
facing the regulators: How can regulation foster innovation from these start-ups and promote
competition in financial services for the good of financial consumers? How to ensure regula-
tion is not a front-runner and not stifling innovation? How can regulators ensure a regulatory
environment fit for the disruptive innovation?
At current stage, it’s uncertain to tell how financial innovation will play out in the financial
landscape in the future and whether the FinTech start-ups – the disrupters – will indeed dis-
rupt the existing financial business models in a significant way that poses macro-prudential
concerns. Is it therefore important that regulators strike the delicate balance between en-
couraging financial innovation and not creating unnecessary barriers to the many opportuni-
ties to improve efficiency in the financial markets, and on the other hand ensuring financial
stability?
MAS recognized that at this stage of the development, the disrupters are still experimenting
how the new technology could improve and in what areas of the financial services, and also
the disrupters and incumbents are still exploring and strategizing whether they should treat
each other as friends or enemies, or in some areas of financial services they should combine
strength for mutual gain by collaborating and cooperation, hence the terms “Friendnemy”
and “Co-opetition” came about.
At this transition stage, MAS wants to allow for this experimentation, but at the same time
foremost in MAS’ minds is that it must be done in a way that preserves trust and credibility in
financial system. MAS will adopt the following policy approach in regulating this new wave
of innovation in financial services6:
Firstly, MAS will take a differentiated approach to different technologies and their appli-
cations. It is worth noting that unlike a full-fledged financial firm such as banks, which
provide comprehensive services and products, the current wave of FinTech start-ups by
themselves individually are developing technology to improve a particular financial ser-
vice or product, hence the risks embedded in their activities or due to the nature of their
technology are different. A “one-size-fits-all” regulatory approach will clearly not be ap-
propriate. For example, digital payments and digital currencies pose issues of authentica-
tion and identity; P2P lending platforms and crowdfunding have implications for consumer
protection and fraud risk; and cloud computing and big data face the risk of cyber security,
etc. MAS will develop regulatory policy after evaluating the merits of each technology and
considering which financial activity it is being applied to and the likely implication and im-
pact.
Secondly, MAS will adopt a risk-based approach to FinTech innovation in the unregulated
sector. MAS is clearly aware that introducing regulation prematurely may stifle innovation
and potentially derail the adoption of useful technology, therefore it always ensures that reg-
ulation must not be a front-runner of innovation. Instead, MAS applies a materiality and
proportionality test. This means that when the risk posed by new technology becomes ma-
terial, then regulation comes in. Also, the regulation must be proportionate to the risk posed.
Take, for example, that MAS regulates banks chiefly because they take deposits from ordinary
people. Securities (debt or equity) crowdfunding platforms are not allowed to take deposits,
and where investors are limited to accredited or sophisticated investors, MAS generally regu-
lates such platforms lightly. However, when some crowdfunding platforms are looking to help
companies to raise business loans from retail investors, MAS steps in to require such plat-
forms to be licensed by the MAS and impose licensing requirements such as minimum capital
and disclosure requirement. The purpose is to strike the right balance between improving
access to securities crowdfunding for business start-ups and small and medium-sized enter-
prises and protecting investor interests. MAS also declares that if such financing platforms get
very large and pose concerns to the stability of the financial markets, then MAS may consider
macro-prudential regulations such as capital adequacy, credit rating and fund solvency, etc.
to strengthen the individual player and other measures to solidify the resilience of the entire
market.
Thirdly, with regard to FinTech experiment as mentioned above, MAS on 16 November 2016
issued “FinTech Regulatory Sandbox Guidelines”7 in which MAS proposed a “Regulatory
Sandbox” for trials by both FinTech start-ups and large financial companies to experiment
with financial technology (FinTech) solutions. MAS is keenly aware that the speed at which
the burgeoning FinTech landscape is fast evolving and that the friction caused by the exist-
ing regulations can slow down the innovation process. Also, according to MAS, “there may
be circumstances where it is less clear whether a particular FinTech solution complies with
regulatory requirements or poses unacceptable risks. The uncertainty may stifle promising
innovations, and may result in missed opportunities”.
15.4 “Regulatory Sandbox”
MAS recognizes that failure is often a feature of such FinTech experiments and the purpose
of the “Regulatory Sandbox” is to provide appropriate safeguards to contain the consequences
or cost of failure for customers and the market as a whole, rather than to prevent failure alto-
gether.
The Regulatory Sandbox will therefore enable FinTech start-ups or financial institutions to
experiment with proposed financial services leveraging on innovative FinTech solutions,
after being tested in a “laboratory environment”, in an environment where actual products
or services are provided to the customers (“production environment”) but within a well-
defined space and duration where the consequences of failure can be contained. The Sand-
box cannot remove all risks, as failure is an inherent characteristic of innovation. But the
Sandbox helps carve out a safe and conducive space to experiment with FinTech solutions,
and if an experiment fails, its impact on consumers and on financial stability will be lim-
ited.
For the duration of the regulatory sandbox, a risk-based approach will be adopted by MAS
in determining the most appropriate and effective form of regulatory support to facilitate ex-
perimentation in the sandbox. MAS will, on a case-by-case basis, relax specific regulatory
requirements which an applicant would otherwise be subject to. Examples of requirements
which can be relaxed include credit rating, financial soundness, management experience,
track record, and MAS Guidelines, such as technology risk management guidelines and
outsourcing guidelines, etc. MAS will not compromise on requirements in areas such as
confidentiality of customer information, fit and proper criteria particularly on honesty and
integrity of people operating the Sandbox, handling of customer’s moneys and assets by
third-party intermediaries, and anti-money laundering and countering the financing of ter-
rorism.
Apart from the above regulatory support, MAS encourages applicants to engage MAS Fin-
Tech Office to discuss other possible forms of support from MAS such as financial support,
cross-agency support, mentorship, training on regulatory framework, access to Application
Programming Interfaces (APIs), business partnerships, manpower, co-working space, and in-
troductory services and provisioning of a cloud environment for sandbox experimentation,
and MAS will explore the most appropriate ways in which such non-regulatory support can
be rendered.
MAS stipulates that applications for proposed financial services leveraging on innovative Fin-
Tech solutions to be tested in the regulatory sandbox be assessed on the following evaluation
criteria:
(1) The proposed financial service includes new or emerging technology, or uses existing
technology in an innovative way. For example, secondary research should show that few
or no comparable offerings are available in the Singapore market;
(2) The proposed financial service addresses a problem, or brings benefits to consumers or
the industry. For example, these could be supported by evidence from relevant consumer
or industry research;
(3) The applicant has the intention and ability to deploy the proposed financial service in
Singapore on a broader scale after exiting the sandbox. If there are exceptional reasons
why the proposed financial service cannot be deployed in Singapore, for example it is
not commercially viable to deploy in Singapore, the applicant should be prepared to
continue contributing to Singapore in other ways, such as continuing the developmen-
tal efforts of the proposed financial service in Singapore;
(4) The test scenarios and expected outcomes of the sandbox experimentation should be
clearly defined, and the sandbox entity should report to MAS on the test progress based
on an agreed schedule;
(5) The appropriate boundary conditions should be clearly defined, for the sandbox to be
meaningfully executed while sufficiently protecting the interests of consumers and main-
taining the safety and soundness of the industry;
(6) Significant risks arising from the proposed financial service should be assessed and mit-
igated. For example, providing evidence of preliminary testing of the proposed financial
service as part of the sandbox application, identifying the risks discovered from the pre-
liminary testing and the proposal for mitigating the risks; and
(7) An acceptable exit and transition strategy should be clearly defined in the event that the
proposed financial service has to be discontinued, or can proceed to be deployed on a
broader scale after exiting the sandbox.
In addition, MAS states that the sandbox may not be suitable under the following circum-
stances:
(a) The proposed financial service is similar to those that are already being offered in Singa-
pore, unless the applicant can show that either:
(i) a different technology is being applied; or
(ii) the same technology is being applied differently.
(b) The applicant has not demonstrated that it has done its due diligence, including testing
the proposed financial service in a laboratory environment and knowing the legal and
regulatory requirements for deploying the proposed financial service.
An illustration by way of flow chart on how the MAS’ “Regulatory Sandbox” can encourage
experimentation of innovative FinTech solutions to improve the authentication to secure the
customer data and transactions against cyber-attacks is appended below:
According to MAS, applications for the sandbox initiative if approved would be limited to
certain number of customers and allowed to run their tests for certain period, during which
they could measure customer experience and assess the product’s risk exposure and mitigation
measures.
The Sandbox would be deployed and operated by the applicant, with MAS providing the ap-
propriate regulatory support by relaxing specific legal and regulatory requirements. However,
it is noteworthy that no specific legal form or structure for the sandbox entity has been speci-
fied.
In the event that the sandbox entity requires an extension of the sandbox period, the sand-
box entity should apply to MAS at least 1 month before the expiration of the sandbox period
and provide reasons to support the application for extension. For example, additional time is
needed to make changes to the financial service under experimentation after taking into ac-
count customer feedback or to rectify flaws, or the sandbox entity requires more time in order
to fully comply with the relevant legal and regulatory requirements. MAS will review the ap-
plication and approval will be granted on a case-by-case basis.
The Sandbox will be discontinued when:
(1) MAS is not satisfied that the sandbox has achieved its intended purpose, based on the
latest test scenarios, expected outcomes and schedule mutually agreed with the sandbox
entity;
(2) the sandbox entity is unable to fully comply with the relevant legal and regulatory re-
quirements at the end of the sandbox period. If such a situation is anticipated, the sand-
box entity is encouraged to engage MAS earlier;
(3) a flaw has been discovered in the financial service under experimentation where the risks
posed to customers or the financial system outweigh the benefits of the financial service
under experimentation, and the sandbox entity acknowledges that the flaw cannot be
resolved within the duration of the sandbox;
(4) MAS terminates the sandbox due to reasons such as the sandbox entity breaching any
condition imposed for the duration of the sandbox; or
(5) the sandbox entity has informed MAS of its decision to exit the sandbox at its own dis-
cretion.
The sandbox entity should ensure that any existing obligation to its customers of the financial
service under experimentation must be fully fulfilled or addressed before exiting the sandbox
or discontinuing the sandbox.
On the other hand, upon successfully exiting the Sandbox, the applicant can proceed to deploy
the financial service on a broader scale, provided that:
(1) both MAS and the sandbox entity are satisfied that the Sandbox has achieved its intended
test outcomes; and
(2) the sandbox entity can fully comply with the relevant legal and regulatory requirements.
The sandbox entity is encouraged to engage MAS early if it anticipates that it cannot comply
with the legal and regulatory requirements upon exiting the sandbox and can apply to MAS
for an extension of the sandbox period if it helps the sandbox entity to fully comply with the
relevant legal and regulatory requirements subsequently. MAS will assess such situations on
a case-by-case basis in the interest of encouraging FinTech innovation, protecting consumers
and maintaining a level-playing field.
Lastly, while the FinTech Regulatory Sandbox Guidelines describe the application and ap-
proval process, and inform and guide applicants in their preparation for a sandbox application,
they are principle-based so as to allow MAS the flexibility to facilitate experimentation of a
wide range of financial services by a broad range of firms. MAS also does not rule out the
possibility of applying other supervisory tools where appropriate and where legally permissi-
ble.
15.5 Closing
While the FinTech Regulatory Sandbox Guidelines has been issued, the exact implementa-
tion details of the Regulatory Sandbox, such as the sandbox testing period, size of sample set
of customers to be tested, etc., which are likely to be determined on a case-by-case basis, re-
main to be seen. The case-by-case approach is entirely understandable, given that all kinds
of FinTech solutions might be presented and it would be difficult for the regulator to know
beforehand what sort of Sandbox scenarios and FinTech solutions might be presented for con-
sideration.
Also in writer’s view, what will be interesting to watch is whether, upon successfully exiting
the Sandbox, the applicant could fully comply with the relevant legal and regulatory require-
ments in order to proceed to deploy the FinTech solution on a broader scale. This is because
by their nature, many of the FinTech start-ups are strong in technological innovations but lack
the financial strength, resources and track record, and it is unlikely for them to be able to build
up these prudential requirements imposed by the regulator during the duration of the Sandbox
implementation. Hence, one possible and likely outcome is that MAS may design regulatory
requirements around the types or categories of FinTech solutions, akin to the “activity-based”
regulatory approach currently applicable to capital market activities adopted by MAS, or that
we may well see more collaboration and cooperation between the FinTech start-ups and the
large and established financial institutions which then allow the FinTech solutions to be de-
ployed on a broader scale under the umbrella of the large and established financial institutions
which are better able to comply with the relevant legal and regulatory requirements.
In any case, what is clear so far based on MAS’ responses on its stated policy approach
towards Fintech is that MAS recognizes financial technology is fast evolving and can be
disruptive, but it can also be a means that has the potential to eventually improve the end –
the efficiency of financial markets. Therefore, MAS understands a responsive and forward-
looking regulatory approach is needed to further enhance the ability of promising FinTech
innovations to develop and flourish, and hence the need for regulator to be innovative in de-
veloping “Smart Regulation” such as the proposed “Regulatory Sandbox”, so as to allow for
quick experimentation of innovative FinTech solutions, and improve “time to market” for in-
novative FinTech solutions if the solution is proven successful, and on the other hand help to
minimize cost of failure if the solution fails. This aligns with the vision to make Singapore a
“Smart Financial Center” of which a key driver is the provision of a regulatory environment
that is conducive for the innovative and safe use of technology.
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